The purpose of this independent study was to determine how to remotely
manipul ate Cisco routers via software. One driving factor behind this study was the need
to continuously update Cisco routing tables, as well as keep abreast of the current
topology of anetwork in areal time manner. This study complements the SAAM
project, where a SAAM router makes routing decisions in a centralized environment and
isresponsible for keeping its designated routers' routing tables up to date in response to

changing network topologies.

Acquiring Cisco Routers

The project started with the need to acquire routers on which to experiment on.
Three routersthat | had set up in aprevious classin the electrical engineering lab were no
longer available, so | spent the first two weeks researching which type of Cisco router
would suite the needs of the study. Additionally, it was necessary to consider that | had a
very limited budget. After two weeks of cost analysis, and searching on eBay for a
vendor that the school could contract with, we put in the order for two Cisco 2611
routers. Each router is currently configured with 64K of RAM, 32MB of flash memory,
and isrunning Cisco IOS Version 12.0.

Configuring Routersusing Telnet

While waiting for the routers to arrive | decided to tackle one part of the problem
at atime. Thefirst problem | tackled was the issue of how to query arouter for its
current configuration. Querying arouter seemed simple enough, al | had to do was
telnet into the router and issue acommand corresponding to what | wanted to know.
This brought up two separate issues:. the first issue was that Cisco routers use proprietary
commands, and the second issue dealt with what commands are available at each user-
level of Cisco’s1OS. In order to figure out which commands | needed to both initially
set-up and then maintain each router | visited Cisco’ s website, and then ended up buying
two Cisco CCIE Professional Development books, written by Jeff Doyle. Although these
books are well written for new users who are unfamiliar with networks and routers, they



are not as useful as they could be for advanced users who are looking for easily
referenced commands. Once the routers arrived | configured them using their automated
set-up utility, with each router connected to a workstation running hyper-terminal.
Screen shots of configuring the Cisco router using hyper-terminal are included later in

this report.

Cisco Router’stwo User Levels

Cisco routers have two levels of user access. Exec Mode and Privileged Exec
Mode. The user is automatically placed into exec mode upon connecting to the router.
While in exec mode every user is able to query the router about certain information that
would not unduly give away too much information regarding the router’ s set-up.

Analogous to the difference between a standard user and Super User in UNIX,
Cisco routers reserve access to specific commands for authorized privileged users. In
order to manipulate a Cisco Router’ s ARP table, enable SNMP, or other more interesting
configurable features, the user will need to know the router’s Privileged Exec Mode
password. Getting into privileged exec mode is simple enough, the user simply typesin

the command: enable, and then the required password when prompted.

Intro to Cisco Commands

The Cisco |0S s very forgiving and helpful for the user who does not know all
the commands. If the user smply types enough of a command that will make it
discernable to the 10S, hitting the <enter key> will result in a help message indicating
what the entire command is, plus the fact that it has more options or required parts. An
example dialog that explains this processis as follows:

Router>sh “User typesin sh <Enter key>
The router responds as follows:

% Type" show ?" for alist of subcommands
The user then responds with

“Router >show ?”

The router then displays al the options and their breakouts as summarized:
backup Backup status
€2600 Show ¢2600 information



cca CCA information
cdapi CDAPI information
cef Cisco Express Forwarding
classmap  Show QoS Class Map
clock Display the system clock
By typing the command show <plus options> the following can be displayed at

the Exec levdl.
backup Backup status
c2600 Show ¢2600 information

cca CCA information
cdapi CDAPI information
cef Cisco Express Forwarding

classmap  Show QoS Class Map

clock Display the system clock

compress  Show compression statistics

connection  Show Connection

dialer Dialer parameters and statistics

exception  exception informations

flash: display information about flash: file system
history Display the session command history

hosts | P domain-name, lookup style, nameservers, and host table
location Display the system location

modemcap  Show Modem Capabilities database
policy-map  Show QoS Policy Map

ppp PPP parameters and statistics

queue Show queue contents

gueueing  Show queueing configuration

radius Shows radius information

rmon rmon statistics

rtr Response Time Reporter (RTR)

sessions  Information about Telnet connections
snmp snmp statistics

tacacs Shows tacacs+ server statistics



template  Template information

terminal Display terminal configuration parameters

traffic-shape traffic rate shaping configuration

users Display information about terminal lines

version System hardware and software status
Of note, all commands available in the Exec mode are also available in the Privileged
Exec mode. The following pages contain screen shots of afew of the commands as well

as give the reader a clear idea of how to interact with a Cisco router using hyper-terminal.



Starting in Exec Mode

When arouter first starts up, if you are attached to the console port, hit the <Enter> key
to begin interactions with the router.

Youare now in user Exec mode. Thiswill allow you to view the router’ s configurations.
The show command is the quickest way to determine what has been set on the router.

| have included a screen shot for how to use the show command. Simply typing show ?
will print out all the options for the show command and what they do.

Note: Many of theses options also have additional switches. To determine the additional
switches simply type show optionl ? (The question mark always gives help whereit is
available)

& Ciwcn - HpmesT mimsinal

B Bl Yo [ Ienda Hop

D] |3 anlis| =
Router »show 7 =]
backup Backup status .
c2608 Show c2600 information
Coa LCA information
cdapi CDAFT information
cof Cisco Ewpress Forwarding
class-map Show (of Class Map
clock Dizplay the system clock
COMpress Show compresszion statistics
connection Show Conmnection
dialer Maler parameters aml statistics
aprception excention informations
flash: digplay information sbout Flash: file system
history Display the session command history
hosts IP domain-name . lookup stule, nameservers, and host table
location Dizplay the system location
nodemcap Show Modem Capabilities database
policy-map Show of Policy Hap
g PPP parameters and statistics
IR Show auese confents
ielaing Show guesaing confiouration
Fadius Shows radius information
rmon raon statistics
rir Response Time Reporter (RTR)
SEEE1ONT Information about Telnet connections
NP snmp statistics
tacacs Shows tacacs+ zerver statistics I
template Template informatien
terninal Displawy terminal configuration parameters
traffic-shape traffic rate shaping configuration
UEers Display information about terminal lines
war s Lon Svctem hardware and software status
Router *show policy-mop

Comensdziza fifodelect |SECOBH A NN |Caghan [P



In order to see what ports and hosts are directly visible to the router use the following
command: show arp

In this casetherouter hasone host directly connected it, so its ARP tableisnot very
interesting.

& Cizcn - HppesToiminal

Bo B3 Lo [d Lnda 56
D] 3] s =
[0K] =

Router#show?
sk

RouterH#shon T : )
acCoss-eMpression List access ewpression

occess-lists Lisi access lisis

asccounting Bcocounting data for active seszions

adiacency fdiacent nodes

aliazes Msplay alias commands

aopletalk Roplelalk information e

aran Show Aoplotalk Remote PAcocess statistics

arp ARE table

ASYNE Information en terminal lines used as router interfaces

backup Backup =tatus

bridge Bridge Forwardino/Filtering Dotabase [verbozel

buffers Buffer pool statistics

c2e0d Show c2608 information

coa | CCA information

ciapi CORPT information

cilp COP information

caf Cizea Ewpress Forwaeding

class-map Show (oS Clazs Map

clock Msploy the system clock

COMpress Show compres=zion statiztics

configuration Contfents of Hon-VYolatile memorw

connection Show Connection
Routerishow arp y
Protocol  Rddress Hoe [mink Hardware Adde  Tupe  Interface
Internet 219.17.108.1 - BRe2 h93e.cB60  ARPR Ethernetd/d
Internet L131.129.6.3 - B2 h9Je.cd36l ARPA  Ethernetl/l
Internet 131.170.6.2 92 B0aB_cch? 4391 ARPR Ethermet/1
Routert

Cornected 01T Bitadelect | (SOOBNT | GHILL [ NOK [Gatan ke



Parity Error = 0 Framing Ereos = B Receive Ereoe = O Ouverrun = @
Nutcount = 336 totalout = 10727 incewnt = @ fotalin = 615

Special Chars: Escape Hold Stop Start Disconnect Activation
T none - - nore
Timeouts: Idle EREC Idle Sexsion  Modem Answer Session  Dispatch

g 1808 neer i not zet
Idle Seszion Dizconnect Warning
Login-s User R
In~Sequence Bser Hesponse
a0 b0 50

Autoselect Initial Wait
not set
Hoden type is unknown.
Ee:snln linit is not =set.
Time since activation: 88:07-23
Editing iz enabled.
History is enabled. history size is 18,
DH5 resolution in show commands is enabled
Full vses help is disabled
Allowed transports are pad w120 telpet elogin wop. Preferred iz telnet.
Ho output characters are padded
Ho special data dispatchire characters
Router:




To get alook at the router’s hardware set-up smply type: show version

105 (tm) C2600 Softwere (C2600-0-H), Version 1200707, RELEASE SOFTWARE (fc2)
Copyright (o} 1986-199% by cizco &Jstnrts Inec,

Conpiled Tue O7-Dec-99 01:20 by phangu

Imaae text-base: UREE0050EE, dﬂta—hasm BB0ED24 00

RiOH: Susten Bootstrap, Version 11.3020HA&. RELEASE SOFTHARE (fc1)

Router uptime iz &5 lmutﬂ
Sesten returned to ROM bw
Susten image file 1z “fla cEEBH-d —nz, 1207 T.bin"

cizco 2611 (MPCRER) proceszor (Fevision BW202) with S9397K/6146K bytes of memory

Processor board I0 JADBS2GOEYH (4239346641 )
HEGH processor: part nueber B, 49

Bridoing software.

¥.M coftware, Werszion 3.0.0

? Ethernet/TEFE 802,3 interface(s)

2K hﬁtu of non-volatile confiouration memo 1;

163K butes of processor board Sustem flash (Read/Weite)

Configuration register 1s Bx21082

Router:




Here is an example of atwo-option show command: show ppp ?

Host Flaos fue Twpe  Addressios)
Router»show ppp
% Incomplete command.

Router>show ppo
% Incomplete conmand,

Routerrshow ppp 7
bap EBAF parometers and stotistics
-thlml: Hultilink PPP bundle information
QUELES PP request gueuses

Ligias

outerrshow oueueing .
Current fair gueue configeration:
Current priority guese configuration:
Current custom gueue configuration:
Current randon-detect confirowrafion:
Router:_

To see all the IP information use this command:



Routerlishow ip 7
access-lists
accaunting
aliases

arp
as-path-access-list
b

cache

cef )
comnund ty-1ast

extcommuni ty-list
flow
Lamp
interface
irdp
lacal
nazks
ncache
—Mors-——

policy
prafik-lizt
profocols
redirects
rip

routa

rpf

FEVR

trigger-authentication
urf
WCCR

Routert#show ip _

List IP access lists

The active IPF accounting database
IP alias table

IP ARP table

List A5 path access lists

BGP information

IP fast-switching route cache
Cisce Emoress Forwarding

List community-list

Show 1tems in tha (HCP database
Director response protecol

DVHEP information

EGP conmections and statistics
IP-EIGRP =zhow commands

List extended community-list
HetFlow switching

IGH? infornation . .
IP interface status and configuration
ICHP Router Dizcovery Protoco

IP local eptions

Hasks associated with 2 network
IP multicast fast-switching cache

Bulticast Source Discovery Protool [HSDP)

IF Multicast Tagswitching TIR

IP HAT information

HHRF informaticon

05PF information

PIH information

Policy routing

Lizt IP prefix lists -
IP routing protocel precess parameters and statistics
P redirects

P RIF show commands

IF routing tahle

Displawy BPF information for multicast sowrce
RSYP information

RTPAUDPAIF header-compres=zion statistics
Sezzion Directory (SDPw?) cache

Upen IP zoackets

TEF‘?‘IP header—compression statistics

IP protocel statistics
Trigger-authentication hosi tabla

YPH Routing/Forwarding instance information
VCCP information
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Let’slook at the Router’s ARP tables and reservations. We can see that we do not have
any RSVP reservations. Also, even after we cleared the ARP Table, it replenished itself
to indicate all connected hosts and ports. Of interest, we can even display al RSVP TOS
data.

Note: See Arp under Privileged Exec Maode for more information

& Ciwcn - HpmesT mimsinal

B Bl Yo [ Ienda Hop

D] &3] aolis| =)
|
Houtertshow ip ravp reservation .
To Fraom Pre DPort Spoct Nesxt Hop I/F Fi Serw BPS Buie
=
RouterHshow ip rsep tos
Interface name  Procedence Precedence  TOS TOs
conform exceed conform exceed
Ethernetd/B = 25 = =
Ethernetd/1 = = = -
Router#
Router#shon arp
Protocol  Address Age (min} Hardware Adds  Tupe  Interface
Internet 219.17.108.1 - BRe2. bh93e.cB50 ARFA  EthernetB/0
Internet 131.179.6.3 - BBA? _b93e. cBh]l ARFA  EthermetB/1
Internet 1311 .6.2 167 B0al cch? 4391 ARPA Ethernet@s1
Routerfclear arp-cache
Router#show arp :
Protocol Rddress Aae (minl Hardware Adde &Be Interface
Internet 21% 17,108.1 - e b93e, cHoB A Ethernetd/d
Intarnat 131 14,6, 3 - RZ . b93e.cB61  ARFA EthernetBs1
Internet 131.129.6.2 A MBal.ccSZ. 4391 ARPA EthernetB/1
Routerh
Conmened RS Sl dsiect (SO0 BRA P T R [ [ e
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Privileged Exec Mode

In order to make any changes to the routers configuration you must be in Privileged Exec

mode. Y ou enable this mode by typing:
enable <Enter>
and respond with the cor rect password.

The router is now configurable. The following screen shot shows how to configurean
Ethernet port, ensure it does not shutdown, and save the new running-configuration

asthe startup-configuration

Ciwce - HymesToiminal

Fic Ed Yo [d Landa Hop

Fouter conll is now available

Press RETURM to get started.

Routerrenable

Password:

Routertfconfigure terminal

Enter configwration commondsz. one per line. End with CHTLSZ.
Router {configltinterface Ethernet 850

Router {config-1if)#ip address 219 17 1061 255.255. 8.0

Router {config-if J#no shutdown

Router {config-if Hexit

Router (config)Hexit

Router#

0308806 EEYS-5-COMFIG I: Configured from comsole by console
Router Hcopy runnino-config startup—confin

Destination filename [startup-configl?

IEHHdlng configuration. ..

Routert

Comectnd 0621 Ao detect (SO0 B UM [t [P

s | A o A %] ilvsoos | gHme el |!_"||:Lml:.:-m | EEsm s e urhnei e[ @
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ARP Configurations
The default ARP timeout is 4 hours, so arouter will retain its ARP entries for 4 hours
before attempting an update. Thistime can be shortened by indicating the number of
seconds for the new timeout:

An example of how to change the timeout to 30 minutesis. Arp timeout 1800

& - HymesToiminal

B Bl Yo [ Ienda Hop

D] 5|3 anlis| =

Interface name Precedence Precedence  T0S 105 =]
conform axcead conform excesi

Ethernatd/n & = = E

Etharnati/ 1 = = = =

Router#

Routershow arp

Protocol Rddress Aoge imin} Hardware Addr  Tupe  Interfoce

Internet 215.17.108.1 - BO82_b3%e cBAB ARFR EthermetB/0

Internet 131 129.6.3 - BER? b93e cB51  PEPR EthermetB/1

Internet 131 120,67 107 Bal,ccH?. d39] ARPA Ethernet@/1

Routerdclear arp-cacha

Routershow arp

Frotocol Rddress Age [(min! Hardware Adde  Type  Interface

Internet 219 17.108.1 - BEA? _b93e. cB60 ARPA  EthermetB/8

Internet 1311 .6.3 - BE@?_ b93e. cB51 ARPA EthermetB/1

Internet 131.128.6.2 B BBald. cch?. 4391 ARPA EthermetB/1

Routert#arp timeout 18506

% Iowalid input detected af """ marker,

RouterHenable

Routerbconfioure terminal

Enter configuration commands. one per line. End with CHTLSZ.
Router {configitarp timeout 1588

% Inwvalid input detected at "' marker.

Router {config)tarep 7
A.B.C IF address of BRP aniry

Router {config)#interface Ethernet @70
Routericonfig-1f )Harp timeout 1280 J

Router{config-1f )H_

Coneced N Autn delect | SEOOBH P o (Gt [Pt
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Writing Software that leverages Telnet

Once | figured out how to manipulate Cisco routers using Telnet, | needed to find
alanguage that would alow me to write a Telnet script. Although there are severd
languages that allow a call to an operating system command, telnet has issues that are not
readily resolved by asimple script. Thefirst issue that needs to be addressed when trying
to automate a telnet session isthat the program must be interactive, and cannot simply be
run as aseries of scripted commands. To initiate a telnet session the program must
connect, and then login to the telnet server. Now the program must wait for a pattern to
appear within a specified amount of time that indicates that the server has favorably
responded to the login or last query.

Interestingly enough the scripts cue that its last command has ended is the return
of acommand line prompt. This means that the user must know what specific prompt the
telnet server will be return. For exec mode a Cisco router returns the following prompt:
“Router>" (minus the quotes). In privileged exec mode a Cisco router returns :
“Router#’. Of course both prompts are what the user actually sees, whereas the default
command prompt actually returned by a Cisco router looks like:

“I[S().-]1*[\$#>] s?(?:\enabl€\)) As * H/”
It's not hard to imagine that it took awhile to figure out how to connect to Cisco using
Telnet and being able to respond to it’s unique privileged exec mode prompt.
Fortunately, | discovered that the Per| scripting language provides al kinds of unique
modules that focus around networking issues. Now that | had found the Perl language, |
simply needed to learn how to set it up, the language syntax, and how to write anice
GUI-based program. After spending severa weeks trying to get the enable prompt
working | discovered anicely developed Perl module called Net:: Telent::Cisco that
automated this process. Although it would have been nice to have found this module

right away, | did learn alot in the process.

14



Choosing a Perl Version and Setting it up

Although Perl comes standard on al Linux installations, the latest versions of Perl
and its modules can be found and downloaded from the following website:
www.cpan.org. Since | wasinterested in devel oping multiple threaded programs |
downloaded and configured Perl 5.6.1. Previous versions of Perl do not support multi-
threading. Thereisan automated utility called CPAN, that is downloadable and is
supposed to automatically check module dependencies while ensuring a painless
installation. Although CPAN does work, | found it to be less than reliable the more
complex my Perl configuration became. Eventually, | smply downloaded the modules|
needed and waited for the installation to complain that it needed another module and
worked my way through the configuration via brute force and determination.

After my initial installation of Perl V5.6.1 | installed the following packagesin
thefollowing order:  Bundle::Libnet

Net:: Telnet
Term::Readkey
Net::Telnet::Cisco
Net::SNMP-3.65
Net::SNMP-Inerfaces-0.2
Data::Compare-0.02
SNMP-MIB-Compiler-0.06
Net::Daemon
Storable-1.0.13
RPC::PlServer
RPC::P1Client

DBI-1.20

SNMP 1.7

Mailtools

DBD::Mysl
|O::AtomicFlle
1O::Scalar

15



HTML::EP

SNMP-Monitor-0.1012

SNMP-Util-1.8

Glade-Perl-0.59 (For creating GUI programs)

The downloading and configuration of the above modules should be expected to
take afew days. As can be readily seen, | elected to use SNMP for monitoring the health
of anetwork. | will discussthisin more detail later. Although | configured Perl in
Linux, the Perl language and modules are readily available of UNIX and MS
Windows/NT usersalike. The following are commands required to install amodule
once it has been downloaded and unzipped:

Perl makefile.PL
Make

Make test

Make install

Creating a Perl GUI-based Program

| used the program Glade for generating my initial GUI. Glade allows the user to
create a project, and most of its GUI components, as well as multiple windows. The
project is saved as an XML file, which isthen used to generate a genera skeleton in the
selected language. Glade currently supports generation of C, C++, Ada, Perl and Eiffel;
however, in order to generate the proper code for Perl, the Glade-to-Perl module must be
loaded. Additionaly, the user should ensure that he/she does not select the Enable
Gnome Support option. Tying Glade' s code generation into the O/S' s GUI library can
eventually cause problems. | depended on Glade to generate its GUI based on the GTK

libraries.
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